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1. Introduction31

This document provides a rationale and guidance for implementers of the Liberty Presence (ID-SIS-PRES) Service32

and focuses on guidelines for Presence Service Providers (PSPs) and Presence Service Clients (PSCs). A companion33

document, Liberty ID-SIS Presence Service Technical Specification[LibertyPresence], normatively describes the ID-34

SIS-PRES. This document is intended to provide recommendations to developers for matters that are not explicitly35

formalized in[LibertyPresence]. Definitions for Liberty-specific terms can be found in the[LibertyGlossary].36

If there is disagreement between this document and[LibertyPresence], the Specification is prescriptive.37

1.1. Document Audience38

This document is intended for application developers and implementers. The reader is presumed to be familiar with39

XML, SAML, SOAP, and presence services in general. The reader should be familiar, as well, with the Liberty40

ID-FF Architectural Overview[LibertyIDFFOverview]and the Liberty ID-WSF Web Services Framework Overview41

[LibertyIDWSFOverview].42

Apart from this implementation guidelines document, readers and implementers of the[LibertyPresence]specification43

will also benefit from the information contained in the following documents:44

• Liberty ID-WSF Implementation Guidelines[LibertyIDWSFGuide],45

• Liberty ID-WSF Security and Privacy Overview[LibertyIDWSFSecurityPrivacyGuidelines], and46

• Privacy and Security Best Practices[LibertyPrivacy]47

1.2. High Level View of ID-SIS-PRES48

The ID-SIS-PRES is provided by an attribute provider (AP)[LibertyIDWSFGuide], which we will refer to as a PSP49

in this document. The PSP is an ID-WSF web service that hosts the ID-SIS-PRES. PSCs, which may be Service50

Providers (SPs) themselves, make requests to the PSP on behalf of the Principal[LibertyIDWSFGuide].51

Liberty Alliance Project

4



Liberty Alliance Project: Version: 1.0-12
Liberty ID-SIS Presence Service Implementation Guidelines

2. Recommended Liberty Presence Service Implementation52

As mentioned in[LibertyPresence], ID-SIS-PRES is a wrapper of sorts around existing presence protocols. Specif-53

ically, the service allows a PSC to make[LibertyDST] requests to a PSP concerning the presence information of a54

Principal; contained in those requests and in the associated replies are XML elements from either the SIMPLE PIDF55

[RFC3863]or XMPP[RFC3921]protocols specified by the IETF, or the IMPS[PA11] protocol specified by the Open56

Mobile Alliance. Examples of this encapsulation will be discussed in this section.57

In each[LibertyDST] request, the target Principal is identified in theResource element. It may also be the case58

with certain encapsulated protocols that the target is also identified in the encapsulated elements. In this case, both59

occurances of theID should match. If not, the value in the encapsulated protocol should be ignored.60

2.1. Transaction Type Examples61

The following are examples of[LibertyDST] operations for presence data. For clarity, the standard SOAP envelope is62

omitted from these examples; only the SOAP body contents are shown.63

2.1.1. Queries for Presence Information64

To query for presence information, the client will send a[LibertyDST] Query to the PSP for the Principal for which65

presence is to be retrieved. The XML namespace used for the query identifies which presence protocol is to be used,66

and theResourceID element specifies a URI that references the aforementioned Principal. The PSP will reply with67

a [LibertyDST] QueryResponse back to the client with aStatus element indicating the result of the request and, if68

successful, aData element that contains XML elements from the chosen presence protocol.69

2.1.1.1. SIMPLE Query/QueryResponse70

71

72

<Query xmlns="urn:liberty:id-sis:pres:simple:20 05-07">73

<ResourceID>pres:user@example.com</Resource ID>74

<QueryItem/>75

</Query>76

77

<QueryResponse xmlns="urn:liberty:id-sis:pres:simple:2005 -07">78

<Status code="OK"/>79

<Data>80

<presence entity="pres:user@example.com" xmlns="urn:ietf:params:xml:ns:pidf">81

<tuple id="bs35r9">82

<status>83

<basic>open</basic>84

</status>85

</tuple>86

</presence>87

</Data>88

</QueryResponse>89

90

2.1.1.2. XMPP Query/QueryResponse91

92

93

<Query xmlns="urn:liberty:id-sis-pres:xmpp:2005- 07">94

<ResourceID>pres:userexample.com</ResourceID>95

<QueryItem/>96

</Query>97

98

<QueryResponse xmlns="urn:liberty:id-sis-pres:xmpp:2005-07">99

<Status code="OK"/>100

<Data>101

<presence from="user@example.com/bs35r9" xmlns="urn:jabber:client"/>102
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<priority>10</priority>103

</presence>104

</Data>105

</QueryResponse>106

107

2.1.1.3. IMPS Query/QueryResponse108

109

110

<Query xmlns="urn:liberty:id-sis-pres:imps:2005- 07">111

<ResourceID>pres:user@example.com</ResourceID>112

<QueryItem/>113

</Query>114

115

<QueryResponse xmlns="urn:liberty:id-sis-pres:imps:2005-07">116

<Status code="OK"/>117

<Data>118

<PresenceSubList xmlns="http://www.wireless-vil lage.org/PA1.1">119

<UserAvailability>120

<PresenceValue>AVAILABLE</PresenceValue>121

</UserAvailability>122

</PresenceSubList>123

</Data>124

</QueryResponse>125

126

2.1.2. Modification of Presence Information127

To modify presence information (typically for itself), the client will send a[LibertyDST] Modify to the PSP. The XML128

namespace used for the request identifies the type of data contained inside, theResourceID element specifies a URI129

that references the Principal, and theNewData element contains the XML elements from the chosen presence protocol130

that represent the new presence state of the Principal. The PSP will reply with a[LibertyDST] ModifyResponse131

back to the client with aStatus element indicating the result of the request.132

2.1.2.1. SIMPLE Modify/ModifyResponse133

134

135

<Modify xmlns="urn:liberty:id-sis-pres:simple:20 05-07">136

<ResourceID>pres:user@example.com</Resource ID>137

<Modification>138

<NewData>139

<tuple id="bs35r9" xmlns="urn:ietf:params:xml:ns:pidf">140

<status>141

<basic>closed</basic>142

</status>143

</tuple>144

</NewData>145

</Modification>146

</Modify>147

148

<ModifyResponse xmlns="urn:liberty:id-sis-pres:simpl e:2005-07">149

<Status code="OK"/>150

</ModifyResponse>151

152

2.1.2.2. XMPP Modify/ModifyResponse153

154

155

<Modify xmlns="urn:liberty:id-sis-pres:xmpp:2005 -07">156

<ResourceID>pres:user@example.com</Resource ID>157

<Modification>158
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<NewData>159

<presence from="user@example.com/bs35r9"160

type="unavailable" xmlns="urn:jabber:client"/>161

</NewData>162

</Modification>163

</Modify>164

165

<ModifyResponse xmlns="urn:liberty:id-sis-pres:xmpp:2005-07">166

<Status code="OK"/>167

</ModifyResponse>168

169

2.1.2.3. IMPS Modify/ModifyResponse170

171

172

<Modify xmlns="urn:liberty:id-sis-pres:imps:2005 -07">173

<ResourceID>pres:user@example.com</Resource ID>174

<Modification>175

<NewData>176

<UserAvailability xmlns="http://www.wireless-village.org/PA1.1">177

<PresenceValue>NOT_AVAILABLE</PresenceValue>178

</UserAvailability>179

</NewData>180

</Modification>181

</Modify>182

183

<ModifyResponse xmlns="urn:liberty:id-sis-pres:imps:2005-07">184

<Status code="OK"/>185

</ModifyResponse>186

187

2.1.3. Subscriptions for Presence Information188

In the interest of efficiency, PSCs/PSPs can support subscriptions for presence information so that the PSC is notified189

by the PSP whenever the presence information for the subscribed-to Principal changes, instead of having to ask190

the PSP continually for updates. To start a subscription, the PSC will send a[LibertyDST] Subscribe request,191

again specifying the XML namespace to identify the presence protocol and theResourceID to identify the user to192

watch, along with anEndpoint URL to indicate where the notifications should be sent. The response to this is a193

[LibertyDST] SubscribeResponse , which contains aStatus code indicating the success or failure of the request,194

and, if successful, aNotification element, which is described below.195

2.1.3.1. SIMPLE Subscribe/SubscribeResponse196

197

198

<Subscribe xmlns="urn:liberty:id-sis-pres:simple: 2005-07">199

<ResourceID>pres:user@example.com</ResourceI D>200

<Subscription expires="2005-10-27T16:49:29Z" invokeID="798fewq">201

<NotifyTo>202

<sb-ext:Endpoint xmlns:sb-ext="urn:liberty:sb:2004-04">203

http://notify.example.com/sink204

</sb-ext:Endpoint>205

</NotifyTo>206

</Subscription>207

</Subscribe>208

209

<SubscribeResponse xmlns="urn:liberty:id-sis-pres:simple:210

2005-07" timeStamp="2005-07-03T14:49:10Z">211

<Status code="OK"/>212

<Notification invokeID="798fewq" subscriptionID="ui87" expires="2005-10-27T16:49:29Z">213

<Data>214

<presence entity="pres:user@example.com" xmlns="urn:ietf:params:xml:ns:pid f">215

<tuple id="bs35r9">216
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<status>217

<basic>open</basic>218

</status>219

</tuple>220

</presence>221

</Data>222

</Notification>223

</SubscribeResponse>224

225

2.1.4. Async Notification of Presence Information226

When the presence state of a Principal changes, the PSP will notify all subscribed PSCs. This is done by sending227

a [LibertyDST] Notify request to the PSC, which contains aNotification element with details about the228

subscription, and, within it, aData element that contains the XML elements of the chosen presence protocol indicating229

the subscribed-to Principal’s current presence information. Upon receipt of this notification, the PSC will reply with a230

NotifyResponse , indicating that it processed theNotify properly (or not).231

2.1.4.1. SIMPLE Notify/NotifyResponse232

233

234

<Notify xmlns="urn:liberty:id-sis-pres:simple:20 05-07" timeStamp="2005-07-05T01:19:10Z">235

<Notification subscriptionID="ui87" expires="2005-10-27T16:49:29Z">236

<Data>237

<presence entity="pres:user@example.com" xmlns="urn:ietf:params:xml:ns:pidf">238

<tuple id="bs35r9">239

<status>240

<basic>closed</basic>241

</status>242

</tuple>243

</presence>244

</Data>245

</Notification>246

</Notify>247

248

<NotifyResponse xmlns="urn:liberty:id-sis-pres:simple:2005-07">249

<Status code="OK"/>250

</NotifyResponse>251

252

2.2. Suggested Mapping of Presence Elements253

As mentioned above, each of the three supported presence protocols have their own format for their presence254

information. When handling responses in different formats, it may be desirable to have a way to unify the various255

responses so that the individual presence protocol details are hidden from the higher layers of the application.Table 1256

contains a simple, non-normative mapping for some common presence elements.257

Table 1. Recommended Mapping of Presence Elements258

Presence Field SIMPLE (PIDF
[RFC3863]) Element

XMPP [RFC3921] Ele-
ment

IMPS [PA11] Element

Availability : Status <basic> element (values:
"open " or "closed ")

’ type ’ attribute (values:
"unavailable ," if ab-
sent; assumed to be
"available ")

<OnlineStatus> ele-
ment (values: "T," "F")

Availability :
Address

<contact> element ’ from ’ attribute <Address> element

Availability :
Free-form status

<note> element <status> , or<show> ele-
ments

<StatusText> element

Liberty Alliance Project
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Mappings for less commonly-used elements are contained inTable 2 below. Note that the SIMPLE elements259

mentioned are from the most recent[RPID] and[GEOPRIV] Internet Drafts, and may be subject to change.260

Table 2. Suggested Mapping of Presence Elements261

Presence Field SIMPLE (PIDF
[RFC3863]) Element

XMPP [RFC3921] Ele-
ment

IMPS [PA11] Element

Motion status

summary

[RPID]<activities> el-
ement

[XMPP_user_activity]

<activity> element

N/A

Geolocation [GEOPRIV]<geopriv> <geoloc> GeoLocation element
Mood [RPID]<Mood> element [XMPP_user_mood]

<mood> element

<StatusMood> element

User Icon [RPID]<status-icon>

element
<photo> element N/A

It is worth noting that some of these common fields in the supported presence protocols overlap with services offered in262

the Liberty framework. Among these services are the Liberty Personal Profile service[LibertyIDPP], which contains263

information about how to contact the user, and the Liberty Geolocation service[LibertyGL]. Both of these services264

offer information that is richer from what would be contained in the presence document and should be used, when265

possible.266
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3. Privacy Considerations267

Presence information, by its very nature, is fairly sensitive. Even a simple on/off presence indication allows a watcher268

to have an idea of where a user may be and his or her typical schedule. When detailed status information is added to269

the presence info, control of the presence information becomes even more of a concern.270

3.1. Authorization of PSCs271

At a minimum, a user should be able to specify which PSCs are able to request presence data for him or her. The272

consequence of this to the PSP implementer is that incoming presence requests must be checked to ensure that their273

requesting PSC is authorized by the target Principal to receive his or her presence information.274

Basic authorization of PSCs can be accomplished making use of the Liberty ID-WSF-defined SOAP headers:275

• Liberty ID-WSF<Provider> header block, as defined by[LibertySOAPBinding], provides a means for a sender276

to claim that it is represented by a givenproviderID value.277

• Liberty ID-WSF <ResourceAccessStatement> element within the<saml:Assertion> element of the Lib-278

erty ID-WSF<wsse:Security> header block, as defined by[LibertySecMech], conveys sufficient information279

regarding the accessing entity and the resource for which access is being attempted.280

While the implementation and maintenance of any authorization lists is specific to the individual PSP, Liberty supplies281

some mechanisms to indicate the requestor of the presence data and how the data will be used.282

3.1.1. Consent283

The[LibertySOAPBinding]specification defines a<Consent> header block that allows PSCs to indicate to the PSP284

that they have obtained consent to query or modify the presence data for a Principal. PSPs can use this mechanism285

only to allow requests from clients that have explicitly been authorized by the Principal.286

3.1.1.1. Example287

The sample message below shows the<Consent> header block in a SOAP message requesting a particular Principal’s288

presence information:289

290

291

<S:Envelope>292

<S:Header>293

<Consent id="A124395732495743"294

uri="urn:liberty:consent:obt ained"295

timestamp="2112-03-15T11:12:10Z"/>296

</S:Header>297

<S:Body>298

<Query xmlns="urn:liberty:id-sis-pres:simple:2005-0 7">299

<ResourceID>pres:user@example.com</Resource ID>300

<QueryItem/>301

</Query>302

</S:Body>303

</S:Envelope>304

305

3.1.2. Usage Directives306

[LibertySOAPBinding]also provides a<UsageDirective> header block that allows PSCs and PSPs to specify limits307

on how the user’s presence data shall be used. The semantics for this block have not yet been fully specified, but one308

possible usage would involve a URL being specified in theUsageDirective block in the presence response, and this309

URL would reference a policy that describes a set of obligations that the requesting PSC must fulfill or be in breach.310
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Alternatively, the PSC could use the<UsageDirective> to specify a URL that indicates its policy for handling the311

presence data.312

3.1.2.1. Example313

314

315

<S:Envelope>316

<S:Header>317

<UsageDirective S:mustUnderstand="1">318

<example:PrivacyPolicyReference>319

http://example.com/policies/presence320

</example:PrivacyPolicyReference>321

</UsageDirective>322

</S:Header>323

<S:Body>324

<Query xmlns="urn:liberty:id-sis-pres:simple:2005-0 7">325

<ResourceID>pres:user@example.com</Resource ID>326

<QueryItem/>327

</Query>328

</S:Body>329

</S:Envelope>330

331

3.1.3. User Interaction332

The[LibertyInteract]specification is an ID-WSF specification that defines schemas and profiles that enable a PSP to333

interact with the owner of the resource that is exposed by that PSP.[LibertyInteract]defines a profile that enables a334

PSC and a PSP to cooperate in redirecting the resource owner to the PSP and back to the PSC as well as elements,335

processing rules, and the WSDL that, together, define an identity-based interaction service that can be made available336

temporarily by the PSC or offered on a more permanent basis by a party that has the necessary permanent channel to337

the Principal.338

By definition, an Interaction Service is capable of interacting with the Principal at any time, for example, by using339

special protocols, mechanisms, or channels such as instant messaging or WAP Push. Upon receiving the above340

request from the PSP, the Interaction Service is responsible for "rendering" a "form" to the Principal appropriate to the341

interaction channel.342

In the context of ID-SIS-PRES, the user-interaction mechanisms defined in[LibertyInteract]will be primarily used343

when the PSP can not accurately decide on the release of the requested presence information.344

In general, interaction mechanisms also may be used in order to obtain the actual value of an attribute being requested.345

However, in the context of ID-SIS-PRES, this might be applicable only for specific presence information (e.g.,346

"Availability: Free From Status "), but not all, since a PSP should be able to determine some of the Principal’s347

presence information itself (e.g., "Status: Online/Offline ").348

3.1.3.1. Example349

An example of anInteractionRequest sent to the Interaction Service by the PSP that needs to obtain consent for350

the release of the corresponding Principal’s presence information to a specific PSC is shown below.351

352

353

<InteractionRequest xmlns="urn:liberty:is:2003-08 ">354

<ResourceID>data:d8ddw6dd7m28v628</ResourceID>355

<Inquiry title="Profile Provider Question">356

<Help moreLink="http://presence.exampl e.com/help/consent">357

Example.com is requesting your presence information. Please pick one of the358

provided options. Note that the last two options will ensure that you won’t be359

asked this question when Example.com asks for your presence information again.360

</Help>361
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<Select name="presencechoice">362

<Label>Do you want to share your presence information with Example.com?</Label>363

<Value>no</Value>364

<Item label="Not this time" value="no">365

<Hint> We won’t give out your presence information this time but we’ll ask you366

again next time367

</Hint>368

</Item>369

<Item label="Yes, once" value="yes">370

<Hint>We will share your presence information and will ask again next time.371

</Hint>372

</Item>373

<Item label="No, never" value="never">374

<Hint>We won’t give out your presence information and won’t ask you again375

</Hint>376

</Item>377

<Item label="Yes, always" value="always">378

<Hint>We will share your presence information now and in the future with Example.com379

</Hint>380

</Item>381

</Select>382

</Inquiry>383

</InteractionRequest>384

385
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