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13 August 2009

Ms. Mary Haldane

Federal Student Aid

U.S. Department of Education
(Union Center Plaza, Room 102E1)
400 Maryland Avenue SW
Washington DC 20202

Subject: 2009 Software Developers Conference, Questions and Answers

The December 2008 FERPA Regulations, the August 2009 NIST Special Document 800-
53 and the December 2008 Draft 800-63 provide guidance and direction on security
practices. These are, in turn, dependent upon the levels of risk and assurance. For
guidance of registrars and financial aid administrators, can you tell us the required level
of assurance for a student’s financial aid data, or tell us who in the Department of
Education or Office of Management and Budget to whom a request for this information
should be made?

It appears that three real-time data transport networks will be implemented in the next
calendar year. These include the exchange of transcripts and other student academic
records between K-12 states agencies, districts and schools and institutions of higher
education(SIFA and PESC), a possible update of the Meteor network, and the
implemented exchange of academic records between universities in the 46 nation
European Higher Education Area and U.S. colleges and universities (the Bologna
process). Although message content would be different, several community leaders
would like the same data transport specifications (profiles in the OASIS sense) be used
for all of these exchanges. To provide guidance to these organizations, it would be
helpful to know about FSA plans. The purpose of these questions is to identify planned
decisions to not use certain technologies which may be already rejected by FSA as
contrasted to asking which technologies likely would be selected in the future.

We are following Federal Enterprise Architecture initiative as well through CIO Council,
NIST, and OMB publications and presentations to be aware of future incompatibilities.

In response to an informal question and answer at the 2008 Software Developers
Conference , an FSA representative said it would be likely to use SOAP if real-time
message exchanges were implemented. (According to current plans the three systems
listed use SOAP in their pilot or production systems). Is this informal assessment still
valid?
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Are there any plans that would preclude the use of WS-Addressing and WS-Security
specifications? The encryption of messages using PKI technology to meet NIST
requirements?

When implementing the transition to COD, FSA used IBM’s MQ technology as an
enterprise message bus. Does FSA continue to use MQ technology and are there any
plans to discontinue its use? The purpose of this question is to understand the general
technology being used. FSA also had the capability to do format conversations using MQ
technology. Does FSA continue to support the capability for conversion between data
format whether or not it is currently used? (Data conversions are being considered by the
international network for different message content, likely using XSLT).

U.S. colleges and universities are joining the InCommon federation. If so and when in the
planning process will FSA consider federated authentication and federated authorization
and “transitive trust”? Would FSA consider a review of InCommon to see if its policies
and practices are acceptable to FSA?

Because of conflicting schedules I will be unable to attend this year’s Conference. I have
asked Tim Bornholtz to take notes for me. Since he has been involved in several of these

networks, he may be able to respond to any ambiguity of my questions.

I hope you continue to have a very productive and successful Software Developers
Conference. I regret missing what will be an important conference.

Sincerely,

jim farmer
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Subject: Questions for the FSA Software Developers Conference
From: Jim Farmer <jxf@immagic.com>

Date: Fri, 14 Aug 2009 11:01:36 -0400

To: Mary Haldane <mary.haldane@ed.gov>

I have been told that emanil attachnents are not permitted in comunications to the

Department. | have some question which | hope can be discussed at the FSA 2009 Software
Devel opers Conference. These have been sent to you by USPS mail; the text is reproduced
bel ow.

There are two general concerns. There are sharply divergent views of the application of
t he Decenber 2008 FERPA rul es. Knowi ng whet her FSA data requires Level of Assurance 1 or
LOA2 woul d narrow the interpretation and technol ogies that can be used (as well as |oca
processes). This is simlar to the question | asked |ast year. | am not expecting an
answer at the Conference since coordination with the Departnent may be required. The
critical area is student access to their FSA data held by the college or university.

The second is the nunber of real-time networks that will be inplemented within the next
24 nmonths. Several of us would like to achieve sonme commpnality to reduce the high costs
of software naintenance and associ ated aut omated and nmanual control processes. The
presentations at the recent NCES STATS-DC conference suggest about 25 state education
agencies will be comrunicating K-12 student data with colleges and universities
identified to a specific student. Most of these will be using stimulus founding for the
i medi ate installation and inplenmentation of these systens. So far there is no comunity
consensus about conmon standards for data transport. It would be hel pful to know if any
of the technol ogi es proposed so far have been rejected by FSA and shoul d be avoi ded. The
conments | ast year suggests real-tine data exchanges using nessaging is not yet an FSA
planning priority; likely this is still the case.

The text of the letter:
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The Decenber 2008 FERPA Regul ati ons, the August 2009 N ST Speci al Docunent 800-53 and the
Decenmber 2008 Draft 800-63 provide guidance and direction on security practices. These
are, in turn, dependent upon the levels of risk and assurance. For gui dance of registrars
and financial aid adm nistrators, can you tell us the required | evel of assurance for a
student’s financial aid data, or tell us who in the Departnment of Education or O fice of
Managenment and Budget to whom a request for this information should be nade?

It appears that three real-tinme data transport networks will be inplenented in the next
cal endar year. These include the exchange of transcripts and other student acadenic
records between K-12 states agencies, districts and schools and institutions of higher
education (SIFA and PESC), a possible update of the Meteor network, and the inplenented
exchange of acadenic records between universities in the 46 nation European H gher
Education Area and U.S. colleges and universities (the Bologna process). Al though nmessage
content would be different, several community | eaders would |ike the sane data transport
specifications (profiles in the OASIS sense) be used for all of these exchanges. To
provi de gui dance to these organi zations, it would be hel pful to know about FSA plans. The
pur pose of these questions is to identify planned decisions to not use certain
technol ogi es which may be already rejected by FSA as contrasted to aski ng which

technol ogies likely would be selected in the future.

We are foll owi ng Federal Enterprise Architecture initiative as well through Cl O Counci l
NI ST, and OVB publications and presentations to be aware of future inconpatibilities.

8/14/2009 3:11 PM



Questions for the FSA Software Developers Conference

In response to an informal question and answer at the 2008 Software Devel opers Conference
, an FSA representative said it would be likely to use SOAP if real-tinme nessage
exchanges were inplenmented. (According to current plans the three systens |isted use SOAP
in their pilot or production systens). |Is this infornmal assessnent still valid?
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Are there any plans that would preclude the use of W5 Addressing and W5- Security
speci fications? The encryption of nessages using PKI technology to nmeet N ST
requi renents?

When inplementing the transition to COD, FSA used IBMs MQ technol ogy as an enterprise
nmessage bus. Does FSA continue to use MQ technol ogy and are there any plans to

di scontinue its use? The purpose of this question is to understand the general technol ogy
bei ng used. FSA al so had the capability to do format conversati ons using MQ technol ogy.
Does FSA continue to support the capability for conversion between data format whether or
not it is currently used? (Data conversions are being considered by the internationa
network for different nessage content, likely using XSLT).

U. S. colleges and universities are joining the | nConmon federation. If so and when in the
pl anni ng process will FSA consider federated authentication and federated authorization
and “transitive trust”? Wuld FSA consider a review of InConmon to see if its policies
and practices are acceptable to FSA?

Because of conflicting schedules | will be unable to attend this year’s Conference.
have asked Ti m Bornholtz to take notes for ne. Since he has been involved in several of
t hese networks, he nay be able to respond to any anmbiguity of ny questions.

| hope you continue to have a very productive and successful Software Devel opers
Conference. | regret mssing what will be an inportant conference

Si ncerely,

jimfarnmer

Ji m Far mer

i mtm +1-202- 296- 7498 (voice mail avail abl e)

cell phone +1-405-408-9264

Ceorgetown University 202-687-0126 (no voice mail please)
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